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This document describes the installation, configuration, and usage of gpg4oF®on a single system for
end users. System operators are advised to read the ,,gpg4o Administrator Manual“, which describes
the general configuration and usage of group policies of gpg4o.

Gpg4o is developed as anadd-in for Microsoft Outlook 2010rand later and is supported by the 32- as
well as by the 64-bit version.

Gpg4o assures a safe electronic communication by encrypting and decrypting emails and their file
attachments. Of course, signing and verifying is also possible.

The integrated key management by gpg4o provides simple and uncomplicated handling of public keys.

The validity of external keys is verified based on the Web of Trust. For this purpose, information of
known key owners is used.

To use gpg4o, GnuPG is required, which can be installed by the user during initial setup. GnuPG is a
free cryptography system. It is used for encrypting and decrypting data as well as for generating and
verifying digital signatures. GnuPG implements the OpenPGP standard.

For information about GnuPG and the source code, see:

https://www.gnupg.org/

The General Public License (GPL) can be found at:

http://www.gnu.org/licenses/gpl.html

The OpenPGP standard used by gpg4oworks according to the principle of asymmetric encryption. For
this purpose, so-called public and private keys are used, whichtogether formthe so-called keypair. For
beginners it is always a bit confusing what it is about and how they are connected to each other.
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Basically, you always need the public key of your communication partner before you can send him an
encrypted message. You must import this key at least once. Your communication partner also needs
your public key in order to write encrypted emails.

You can easily attach your public key when composing an email and thus communicate it to your
communication partners. Inaddition, there are so-called key servers onthe Internet, towhichyou can
upload your public key. For more information, see chapter 8.8.

The data is decrypted with the private key after you have entered the passphrase. By entering the
passphrase, you confirm that you are authorized to access the decrypted data.

Attention: Never give out your private key and/or passphrase toanyone else! Otherwise, they can
read your emails and signthem on your behalf.

The recipient of a signed email can verify the signature of your email - and thus detect changes to the
email - when he or she has imported its ,,public” key.

In short, you can distribute your ,,public“ key to everyone in the world with a clear conscience. In
contrasttoyour , private”key, which should always be kept in a safe place.
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Gpg4o has been developed for Microsoft Outlook 2010 (and later) on Microsoft Windows. Details
about compatibility of gpgdo with certain operating systems versions can be found in the table below.

Operating system Outlook 2013 Outlook 2016 Outlook 2019
Windows 10 v v v
Mac OS X X X

Gpg4do is supported with 64-bit Outlook and 64 Bit Windows versions.

Gpg4do uses GnuPG, a free implementation of the OpenPGP standard. During the initial setup, a current
GnuPG version supported by gpg4o is automaticallyinstalled.

D
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. Trial . .

Funktion . Free Version Full Version
Version

PGP/Inline Encrypt, decrypt, sign emails yes yes yes
PGP/MIME Encrypt, decrypt, sign emails yes yes yes
Simultaneously usable email accounts 1 1 any number
Private/commercial use yes [yes yes /no yes [ yes
HTML E-Mails yes yes yes
,Plain-Text“ emails yes yes yes
Individual sending rules yes no yes
Decrypted saving of emails yes no yes
Automatic up-/download of keys yes no yes
Check on GnuPG updates yes no yes
Automatic homedir backup yes no yes
Period of support by email [1] 45 days [2] no [3] 1 year [4]
Period of update 45 days [2]  unlimited 1 year [4]
Period of usability 45 days [2]  unlimited unlimited
Supported email servers
Microsoft Exchange yes no yes
POP3 yes yes yes
IMAP yes yes yes
Outlook.com yes yes yes
Hotmail.com yes yes yes
Additional
Compatible with DATEV installations yes no yes

1 To contact support, use the email address support@gpg4o.de. Notelephone support is offered.

2 Extension of the test period is possible on request.
3 Support cannot be used.

4 Depending on the duration of product maintenance (1 year after purchase, afterwards extensible by
purchasing an extension of product maintenance: +1year, +3 years, or +5 years)

a
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Gpg4o can send/receive text and HTML emails in PGP/Inline and PGP/Mime format. It is also possible
to verify PGP/MIME signed emails.

You can only decrypt emails, that were received during the test period. After the test period, emails
that are signed/encrypted can no longer be sent. To extend the test period, contact our support team.

When the support has expired, gpg4o can be used further. This means that you can further send
encrypted/signed emails and read encrypted/signed emails. However, you can no longer install
updates or contact support.

The free version of gpg4o is not limited to a time period and can always be updated to the newest
version. Gpg4o Free functionality is limited. Furthermore, support cannot be granted.
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4 Installation of gpg4o

Hint: You can find the latest version of gpg4o at https://www.bayoosoft.com/en/email-
encryption

You need local administrator rights for the installation. Please close the Microsoft Outlook application
before installing gpg4o so that the installation can be executed correctly. Then double-click the file
,gpgdosetup.exe “.

GPG40 - GPG FOR OUTLOOK V8.5.0.575 English ~ = ®

Setup BA\/ O OSOFT

O ==1 MANAGEMENT SOFTWARE

The setup pregram will guide you through the steps required te install gpgde on this computer,

Detected Qutlook version:  Outlook (64 Bit)

Installation folder
C\Program Files (x36)\BAYOQOS0OFT GmbH\gpgdo - GPG for Outlook) Browse

CANCEL NEXT

In the start dialog you will be asked for the installation path. The default setting is usually the right
choice here. Confirm the installation path with “NEXT”.

By default, gpgdo is installed in this folder:

C:\Program Files (x86)\BAYOOSOFT\gpg4o - GPG for Outlook\

’-‘»""““
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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GPG40 - GPG FOR OUTLOOK V8.5.0.575

Setup BA\/ OOSOFT

O ==& MANAGEMENT SOFTWARE

EULA - End User License Agreement for gpgdo

F
of I

BAYOOSOFT GmbH
Machtlfinger StraBe 11
81379 Munich
Germany

hereinafter referred to as the Licensor.
Walid: July 2021

Section 1 Agreement Object
1.1 The object of this Agreement is the provision of a copy of the

| accept the terms of the license agreement

CANCEL BACK MSTALL

III

If you have decided to accept the End User License Agreement (prerequisite for installation), click
accept the terms of the license agreement” first, and then click “INSTALL".

‘-‘i"’"“
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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GPG40 - GPG FOR OUTLOOK V8.5.0.575 -

Setup BA\/ OOSOF

O==1 MANAGEMENT SOFTWARE

Preiarini installation:

Handlini iackaie: iii4o - GPG for Outlook 8.5.0.573 (MSI)
Overall Proiress:

After any missing system components have been downloaded and installed, gpg4o will be installed.

As soon as the installation of gpgd4o has been successfully completed, now start Microsoft Outlook to
start setting up gpg4o.

i

EASY ENDPOINT E-MAIL ENCRYPTION
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As soon as you start Microsoft Outlook after installing gpg4o, the Configuration Wizard will appear to
help you set up the initial setup.

5.1.1 Start

On the first page of the wizard, you can change the application’s display language. Once you have
made the language setting, clickon “Start” tostart the configuration.

|Il

You can click the “Cancel” button to exit the wizard, however it will be called each time Microsoft

Outlook is started until it has been run through completely and an account is configured to use gpg4o.

gpgdo - Configuration-Wizard *

Welcome

This wizard will guide you Thank you for installing gpgdo.
through the configuration of
gpgdo. This wizard helps you step-by-step to configure:

- The installation of GnuPG

- The selection of the path to GnuPG
- The key settings for each account (email address)

Used language | English w

[] Do not show this wizard again

a
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BAYOOSOF T

ANAGEMENT SOFTWARE

5.1.2  Basic Configuration

The GnuPG component is set up on this page, which performs the encryption and decryption of the

data.

opodo - Canfiguration-Wzard

Basic Configuration

Please enter the poth 1o your
GuP O Inscalation

1f you have no GruPG

Instalotion you con downioad
and instafl £ here

LN

GnuPG Runtime
P 10 gpg ek | 9pa2 e
CiProgram Files (B6GNUGWPG_22 Xiomigpg exe Sesrch
astaled veasion O GG st found

& Donnicad asd nstal CnPG
Avatonie version 2233

Yo ofamation
Licansm

GruP\G 13 icensed under Be terms of he GNU Gereral Publc Licerse (GPL) which guaraniees A
your freedom 1o share and change Free Sotware

See ooions peaSonzesignl e

The sowse code an be found ender i (was cruce. i/ dosnicad

Bockup

# you have previously croated & Sackep of gpgdc you can impod £
Boew A w0l iy wizwed

v

——

If GnuPG is alreadyinstalled on your computer, the path will be automatically entered and highlighted
in green. If an installed GnuPG was not found, the selectionis highlighted in red.

If you have not yet installed GnuPG, start the installation by clicking on the button “Download and

install GnuPG”.

Hint: Please make sure that the directory in which GnuPG is to be installed is empty.

EASY ENDPOINT E-MAIL ENCRYPTION

First configuration
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After successful installation, the path is automatically copied to the settings, and you can continue
with the configuration.

gpgdo - Configuration-Wizard X

Basic Configuration

Flease enter the path to

your GnuPG Installation. GnuPG Runti
If you have no GnuPG Path to gpg.exe / gpg2.exe
Installation you can |C:\ngram Files (x86)\GNU\GnuPG_2.2.33\bin\gpg exe | Search...
download and install it here.
Installed version: 223  Lstestversion instzlled.
License

GnuPG is licensed under the terms of the GMLU General Public License (GPL) which
guarantees your freedom to share and change Free Software.

See http://gnu org/licenses/gpl html

The source code can be found under http://www.gnupg.org/download

If you have previously created a backup of gpgdo you can

import it here and exit this wizard. IR

EASY ENDROINT E-MAIL ENCRYPTION

Next> | | el

’-‘»""““
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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5.1.3 Email account

If multiple email accounts are set up in Microsoft Outlook, you canselect the account for which gpg4o
is initially set up here. We recommend selecting the email account that you are mainly working with.

Hint: After completing the wizard, you can set up additional accounts for use with gpg4o at
any time.

If there is only one email account in Outlook, this page will be skipped and gpg4o will be set up
automatically for the existing account.

| girglo - Conlrgution-Wisrd *

Email account

Please select the account
o wark i coehigure bor Acocurd

You ean conhgure hather
Bccounts in the sefings of
f)

LAY (MDA | S, [RCETTA,

R W

Select the account with which you want touse gpg4o and then click on “Next”.

The option "Activate S/MIME Integration" enables the selection of Outlook's own S/MIME encryption
from within gpgd4owhen sending e-mails.

Attention: This is only the integration of the Outlook-specific function. An installed S/MIME
certificate is required. This function is experimental, and so far, not supported.

’ii"’““
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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The following dialog box appears for configuring the new keypair.

gpgdo - Configuration-Wizard

New key pair

Please fill the fields on the

< Previous

right. Your name |J0hn Doe |
. . . Your =000 [eeesesssssesssssseres
‘whith this key pair you will be Al " | |
able to sign your cutgoing pass passphrase
messages, receive and Coirm =
decrypt encrypted password/passphrase I | I
MESSages.
s - |
Lowercase ' lUppercase W/
Numbers W SpecialChar W
Total count 4
Import... Advanced...

Generate

Cancel

To create a new keypair, enter your name and a passphrase. The passphrase is required regularly to

decrypt and sign emails.

Attention: Remember the passphrase you entered, because without it no decryption of your emails
is possible! Neither gpg4o nor BAYOOSOFT GmbH know your secret passphrase and
thereis no wayto recover a forgotten passphrase!

After you have filled in all required fields, click on “Generate” and your new keypair will be created.

First configuration
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5.1.5 Summary

BAYOOSOF T

=51 MANAGEMENT SOFTWARE

Now that you have created a keypair, the summary of your institution will appear.

9pgdo - Configuration-Wizard

Congratulations!

If you dont want 10 send 2

testmal, uncheck the bax
GenPG-Version
Emanl Account
Used key pow:
Primaey User-ID
[ Send testmad

Your sccount was successfully configured for gpodo

223
- - -
—

——— — - -

]

-

If you leave the checkbox “Send testmail” checked, you will automatically receive an encrypted test

message to check the configuration of gpg4o.

Click “Finish” to complete the setup. In Chapter 6 the first steps of using gpg4o are explained.

i

EASY ENDPOINT E-MAIL ENCRYPTION
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This chapter provides more detailed information about the advanced configuration wizard options. As
a first-time user, you can skip this chapter and start directly with Chapter 6.

5.2.1 Basic Configuration

On this page, in addition to the installation of GnuPG, you have the possibility to import a backup. This
is useful for restoring a previous configuration of gpg4o and the keys after reinstalling the operating
system or changing computers.

For information on creating a data backup, see chapter 11.7.1.

5.2.2 Key creation

In the maskfor key creation, you can see additional settings via the button “Advanced settings”.

gpgdo - New key *
Hame |J0m Doe
E-mail address | -

Advanced setfings

{®) Use classic key (usable with all GnuPG versions)
{C) Use elliptic curves key (only compatible with GnuPG 2.1 and later)
() Use combined key (highest compatibility and security)
Key algorithm | RSA / RSA w| Keylength 4096 "
[[] Set expiration date Wednesday, 22 February 2023
[[] Create a revocation certificate g
C:AUsersgpgdo test 01'\Documents
[ Export your key pair

|.:.:--5_: TS0 st 1 LOCUmemts

\& Advanced settings Cancel

Here you have the opportunity to influence the algorithms and the length of the key. The standard
setting is already providing a high level of safety, however.

You can also specify an expiration date for the key. After this point in time, the key can no longer be
used to signor encrypt messages; decryption remains unaffected.

POINT E-MAIL ENCRYPTION

EASY ENDI
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It is also possible to create a revocation certificate, which is important in case you forget the
passphrase, lose access tothe keypair (data loss) or if it falls into the hands of another person.

Attention: Please keep this certificate particularly well protected, as no passphrase is necessary for
importing the certificate. Thus, any person in possession of this certificate can
permanently and irrevocably make the keypair unusable!

For more information on revocation certificates, see chapter 8.12.

Finally, you have the possibility to export the keypair. This data backup should be kept in a very secure
manner. Note also that the exported keypair can only be used with the passport phrase that was
enteredduring creation.
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6 First steps with gpg4o

6.1 Overview

After successful installation of gpg4o you will see a new tab “gpgd4o-GPG for Outlook” in Microsoft
Outlook. There, you will find the settings of gpgdo, the sending rules, the key management and the

gpgdo help.

m l_“j 9 3 Inbox - john.doe@test.gpgdo.de - Outlook ?2 @B - 0O X
HOME SEND / RECEIVE FOLDER  VIEW  gpgdo - GPG for Outlook )
% 4 ™ @
e X 1 <
Settings Sending Key gpgdo-
rules  management Help~
\_ gpgdo 3
Search Current Mailbox (Ctrl+E) O | Current Mailbox ~ The emaiirliasrlrjeenarecvypled successiuily.
Ajohn.doe@test.gpgdo.de e » . .
All Unread ByDate ~  Newest ¢ | =
Inbox 37 Vi 2 Reply (2 Reply Al £} Forward
gy Drers 1] g : Thu 112172019 4:06 PM
=9 Sent Items John Doe @J @ﬂ |
) Deleted ltems 1 Encrypted testmail 4:06 PM "’:_.;E y_ John Doe
[E] Calendar 4 Older Encrypted testmail
b (&= Contacts Max Mustermann 0 To John Doe ~
%Journal Test unverschlsselt und unsign... 6/13/2017
fo Junk Email Test unverschlsselt und :
o - i ]
Notes Systemadministrator ©= Congratulations!
3] Outbox Unzustellbar: test verschliisselt ... 6/13/2017 .
RSS Feeds The testmail has been decrypted successfully.
= Systemadministrator (cH gpgdo Version 8.0571.1615
P I Sync Issues Unzustellbar: test 2 6/13/2017
V| Tasks o B The next steps for secure communication are
b @ Trash Systemadministrator @ Impaort the public key of your discussion partners, so that you
[EVorgeschlagene Kontakte Hozustellbar; test 61312012 can write encrypted emails to thern.
Search Fold ini @ . )
V). eafchifoliers Systemadministrator Receive encrypted emails
Unzustellbar: Versenden einer u... 6/13/2017 5 3 B
Send your public key to your discussion partners, so that they
Systemadministrator @ can write encrypted emails to you.
Unzustellbar: Versenden einer v... 6/13/2017
If you need help
Systemadministrator @3 If you have questions or encounter problems while using gpg4o,
Unzustellbar: Verschlisselte Tes..  6/13/2017 which can not be solved with the manual or the FAQ, our
Support-Team will be glad to assist you.
Max Mustermann U Please visit us on our Supportpage.
Test Senden des offentlichen Sc.,  6/13/2017 \_ P,
! 0 See more about John Doe. ~

If the email preview is enabled in Outlook, the encrypted or decrypted email is displayed in this area.
This preview area is extended by gpgd4o with an area for additional information and actions.

Detailed information about decryption and signatures are dis played on the left side of the preview.
The text box is colored greenif the decryption/signature check was successful.

i

EASY ENDPOINT E-MAIL ENCRYPTION

First steps withgpg4o
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Depending on the email message displayed, the following buttons/symbols may appear on the right-
hand side:

Disk

Decrypts the displayed email permanently.

Printers

Prints the decrypted email displayed.

Lock

Email is displayed in encrypted form / Passphrase will not be cached.

More information on the symbols can be found from chapter 7.5.1.

6.2 Readand write encrypted emails

To send an encrypted or signed email, create a new email. The now opened window gpg4odisplays a
bar on top of it with the ,Sending Options“ for this email.

BEH®S OO T 4 s Confidential Information - Message (HTML) ? B - 0O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW gpgdo - GPG for Outlook
.n.D »>: lCaIibri {Body) _ |11 - A A "'ZE .:9'.@ () Attach File [™ Follow Up ~ q "
Ejy | B I U =~ 2—- > & 3= U Attach Itern ~ I High Importance
Paste b — Address Check Zoom  Apps for
3 Y W-A BE=E= % Book Names [# Signature - ¥ LowImpaortance Office
Clipboard = Basic Text 1 Mames Include Tags . Zoom Add-ins ~
gpgdo [7] Activate automatic options Attach my public key
Sending Options  /Encrypt  €35ian  « PGP/MIME  ~ ? All keys available + John Doe <john.doe(@test.gpgdo.de>
From ~ john.doe@test.gpgdo.de
= rom- |
‘ To.. ‘ John Doe;
Send ‘7j
e
i Bce. !
Subject i Confidential Information

Hello Max,

I think we should buy|

Best regards
John Doe

@ See more about John Doe,

i

EASY ENDPOINT E-MAIL ENCRYPTION
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With the buttons in the bar, you can specifyfor this email whether it should be sent encrypted and/or
signed.

The third button sets the desired sending format of the email. These options are available:

.« ?

PGP/Inline

PGP/Mime

Encrypt Attachments only

S/MIME. This function is experimental, and so far not supported.

When selecting “?” you will be asked for the sending format before the email is sent.

“PGP/Inline” is suitable when the recipient is reading his emails with a web browser. In every
other case you should chose “PGP/Mime” as it adds more protection to the email.

With the button “Attach my public key” you can send your public key to the recipient. (See chapter 0)

Write anemail to yourself, activate the encryption via the “Encrypt” button and send the email. If you

have also activatedthe option “Sign”, you will be asked for the passphrase shortly before sending the
email.

Once the email has arrived, you can read it in Outlook preview or open it by double-clicking it. If you
have sent the email without the option “Sign”, you will now be prompted to enter your passphrase to
perform the decryption. Once you have sent the signed email, your passphraseiis stillinthe computer’s
working memory, sothat you do not have to enter it again.

Attention: When displaying certain emails gpgdo will display a non-disable able warning,
highlighting the issues of the integrity of that email. During May 2018 a security breach
named , Efail“ was published, which describes how an attacker can, under certain
circumstances, modify a non-MDC encrypted email (Modification Detection Code) to
guess parts of your private key. Gpg4o can detect these emails and prevents this by not
decrypting such emails. In doing so, an attacker can no longer guess your private key by
redirecting such emails.
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When you encrypt an email, only the person holding the key can read it. This also applies to the email
attachments.

Hint: Please note that the encryption of emails does not involve anonymization, but only
makes the content unreadable to third parties. If someone gains access to your email,
they can still see who you are communicating with.

When you sign an email, a checksum is calculated from your text and any attachments that may be
present and embedded in the email. This allows the recipient to use gpgdo or a similar program to
check whether the text of the email was changed during transmission or not.
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After having configured gpgdo and after having generated corresponding keypairs for your email
accounts you will now have to sendyour public key to your communication partners. A keypair consists
of two keys: One private-key and one public-key. When generating the keypair you were asked to enter
a passphrase for the keypair.

Attention: Never give your passphrase or your private key to another person! Any person coming
into possession of your private key will be able to decrypt your emails and to sign new
messages with your name. You should keep the passphrase as safe as your other
passwords and never tell it to anyone else.

The following brief example shows the general application of gpg4o:

Person A wants to make encrypted communication with person B. He therefore sends an email with
his public key to person B and asks for his public key. This key exchange has to be done once for every
contact partner.

Person B is now in possession of person A’s public key and is therefore immediately able to send an
encrypted answer. Person B will now answer the demand, attaching his public key and encrypting the
answer with person A’s public key.

Person A then receives person B’s encrypted email and decrypts said email with his own private key.
Person A imports person B’s public key and is now alsoable to encrypt to person B.

Hint: Inorder to be able to still read the emails sent by yourself, your own public keyis always
utilized to encrypt emails.
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In order to permit sending you encrypted emails you will have to distribute your public key to those
persons which whom you intend to write encrypted messages in the future.

For this purpose, generate a new email and click the button “Attach my public key”. In doing so, your
public key will be enclosed with this email as attachment. If desired, place a checkmark in the button
“Sign” in order to digitally sign your email. If your communication partner has already imported your
public key, it is not necessaryto sendthe key another time.

=EHd O s Request for your public key - Message (HTML) ? B - 0O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEWY gpgdo - GPG for Outlook
L] Calibri (Body) Ju A A sz &% [lj Attach File > Follow Up ~ q ’
.- 4 — —— m— i 0
D B I U :=v~i=~ &= v@ g AttachItern~ 1 High Importance ®
Paste | " — Address Check Zoom  Apps for
3 N WA EEE=E N Book Narmes L4 Signature ~ ¥ LowImportance Office
Clipboard Basic Text 51 Mames Include Tags . Zoom Add-ins -
gpgdo [7] Activate automatic options Al I &
Sending Options g9 Encrypt &45ian PGP/MIME - + John Doe <john.doe@test. gpgdo.de>
From « john.doe@test.gpg4o.de
=1
To.. Max Mustermann;
Send
o
Bec.,
Subject Request for your public key

Dear Mister Mustermann

Please send me your public key, so that we can exchange emails encrypted in future,

Best regards
John Doe|

@ see more about Max Mustermann, ~

Please keep in mind that when directly sending emails, the standard options you have chosen will be
utilized unless you have defined sending rules (see chapter 10).

Hint: Pay attention whenever you are sending emails whether they should be encrypted or
not.

The public key can be imported by all current encryption tools, which support the OpenPGP standard.
It only contains the public part of the keypair, not the private one.
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If your communication partner sends you a key as an attachment of an email gpg4o now offers you to
import this key, as soon as you read this email (see chapter 11.4.2).

Ifthe dialog is not shown you stillare able toimport the key by right clicking the attachment and select
the entry “import key into gpg4o” in the appearing context menu.

2 Reply lb;v Reply All (&} Forward

Thu 9/24/2015 9:25 AM
John Doe

New project

gpg4o - Decrypted and signed email

; R B B 5 3
s . E=svs
+]Message ™\ project.pdf (1.8% MB) L] 30D836A5DD5 hreview 12 KB)

The email has been decrypted successfully. The message text has not been changed. The (% Open
<john.doe@test.gpgdo.de>. B Saveas.
Dear Mr.Mustermann U3 Saveall attachments...
& Import key into gpgdo

The new prototype of a perpetuum mobile you showed us was impressive.
We want to inform you that the way you did it has no patent yet.

Alternatively, you have the possibility in the key management toimport the key from a key server (see
chapter0).

As soon as you have imported the public key, you cansend encrypted messages tothis personand also
verify signatures of his emails. This exchange of the public key must be made once with every
communication partner withwhom you intend to exchange encrypted or signed emails.

,%I
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7.3 Sending encrypted and/or signed messages

If you write an email, the gpg4o sending options will be displayed to you under the menuribbon, where
you can choose to encrypt and/or signthe email.

BEHS G Vs New project - Message (HTML) ? B - O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEWY gpgdo - GPG for Outlook

A X 1 @
Settings Sending Key gpgdo-

rules  management Help ~
apg4o

>

gpgdo [7] Automatic options: Rules <Encrypt if possible> Attach my public key

Sending Options  «/Encrypt  €35ian  « PGP/MIME  ~ ? All keys available £3.John Doe <john.doe@test gpgdo.de>

From ~ john.doe@test.gpgdo.de

To.. I ‘ Max Mustermann; }

‘:.
| e || !
|

Bec. | | i

Subject iNew project |

@ see more about Max Mustermann,

Here, you can define whether your emails shall be encrypted and/or signed and whether your public
key shall be attachedto the email.

Before sending an email, press the button “Sign” or “Encrypt”, if you want to send it encrypted. If you
press both buttons, your email will be sent encrypted and signed.

i

EASY ENDPOINT E-MAIL ENCRYPTION
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The third button sets the desired sending format of the email. These options are available:

o ?

PGP/Inline

PGP/Mime

Encrypt Attachments only

S/MIME. This function is experimental, and so far, not supported.
When selecting “?” you will be asked for the sending format before the email is sent.

“PGP/Inline” is suitable when the recipient is reading his emails with a web browser. In every other
case you should chose “PGP/Mime” as it adds more protection to the email.

Hint: Please pay attention that emails cannot be signed when using “Encrypt Attachment
only”

Furthermore, the sending options will show you whether you have all required public keys for the
recipients of the email. However, this will only be done if the option for encryption is active.

If all public keys for the entered recipients are available, this will be symbolized by a greenkey in the
sending options bar. If you do not have all public keys this will be shown to you by a red key.

If you have entereda key server in the setting ,Auto import” (see chapter 11.6.2), the missing keys
will be searchedfor on the indicated server and will be imported automaticallyinto your keyring.

After having written the message completely and having selected the sending options, click “Send” as
usual. If there are problems when sending the email (like unusable keys) you will be notified by

gpgéo.

If you have selected the message to be sent signed you will now be asked to enter your passphrase.
For this purpose, please use the passphrase whichyou have selected for your key during the
configuration of gpg4o.

For all actions requiring the utilization of your private key you will be asked for your passphrase.
GnuPG remembers the last entered passphrase for some time in the main memory, so you do not
have to input it on successive actions.

Actions requiring the private key are as follows:

¢ Signing messages, attachments, or keys

e Decrypting of messages and attachments
¢ Generating revocation certificates

¢ Modification of the passphrase

¢ Adding Identities

e Setting the primary ldentity
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7.3.1 Manual assighment of keys

While composing an encrypted email it will be shown, if there is an appropriate key available for every

recipient. Ifthereis an autoimport key server configured, it will be used tosearch for missing keys and
if a suitable key was found, it will be imported automatically.

If no appropriate key was found, neither in your keyring nor the key server, this will be shown with a

red key in the sending options panel. If this key is green, then the appropriate key for every recipient
could be determined.

DUUR  TROTTTe s e

Clipboard Basic Text 7] Mames Include

gpg4o Activate automatic options

Sending Options ' Encrypt €35ian PGP/MIME  ~ ? 2 key[s| missing/ambiquous

From ~ john.doe@test.gpgdo.de

|unknownl@examgle.org; unknown2@example.org

=]

With a click on the key symbol or on the text alongside the symbol, the key selection dialog will be
opened. Here you are now able to assign a specific key to a specific recipient manually.

A G s AR o <0 oyt cmsis, youed h i key of the e
Have smixguous pubkc keys) for one or more recipwents.

S Receien Emeladaess

e

=1

Send

Public key

Searchfora kay on a key server.

oo pub oy fom clipboard .

Here the background of the email addresses is colored according to the following system:

e Green: An appropriate key is available
e Yellow: Thereare at leasttwo appropriate keys available
¢ Red: No appropriate key available

Now you can assignone or more keys to the different email addresses.

’ii"’““‘
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION

Utilizing gpgdo page 31 of 94



MANAGEMENT SOFTWARE SOLUTIONS

T — BAYOOSOET

OS5 MANAGEMENT SOFTWARE

While sending an encrypted email to a list of contacts, you can either give the entire list a key or just
set the keys individuals manually.

RS scnéo cocryped i, youneed e puc key o herecoent (@)

State

Recipsent Email address Pubuc»key

B T T At A g -

_—— . e = P g =

If each email address has been given a key and none of the lines are marked red or yellow, you can
close the Dialog by clicking the “OK” button. The email can now be encrypted and sent.

7.3.2 Virtual accounts

gpg4o [V] Automatic options: default options
Sending Options ~ g4Enciypt  g3Sian  « PGP/MIME -

From ~ john.doe@test.gpgdo.de

=1

Send

john.doe@test.gpg4o.de

max.mustermann@test.gpg4o.de x

sales@test.gpgdo.de x

Other E-mail Address...
Subject |

While composing a new email you can select from which account you want to send your email, by
clicking on the “From” button. For every email address listed there, gpg4o will create a virtual account.

This virtual account can be configured in your settings by opening the account management (see
chapter 11.3). Therefore, you are able to use gpgdofor every single virtual account.

An account’s email address cannot be used for the registration of the license.

Hint: If an email address is deleted inside the “From” field, the corresponding virtual account
will be deleted.

ii"”‘“{
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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7.4 Receiving encrypted and/or signed messages

S oS- Inbox - max.mustermann@test.gpgdo.de - Outlook ?2 @B - 0O X
HOME SEND / RECEIVE FOLDER VIEW gpgdo - GPG for Outlook
] = A~ N L7 . . 5 e T m

E‘ l% i< Ignore x - (L_/} E/l B2 Meeting || Move to: 7 | ‘ Move 51 Unread/ Read ‘Sti‘avch People | -
N .[\T % Clean Up~ - Rk R Ie . -)d |53 To Manager |~ = Rules ~ H. Categorize ~ [EZ Address Book p

e e elete e e orward [3] - ? =1 ore
Ermail Iterns~ “@Ju“k % P ;'fl’ly E-E Mlore H:‘ Team Email i' || m OneNote |> Follow Up ~ Y Filter Email ~

New Delete Respond Quick Steps ] Mowe Tags Find Add-ins
| Search Current Mailbox (Ctrl+E) O | Current Mailbox ~ } The email has been decrypted successfully. @ . .
4 max.mustermann@test.gp... . . =
o sy All Unread ByDate ~  Newest ¥ =
. ‘:tx 4 Today 2 Reply @_ Reply &Il Forward

g Dratts = Thu 1142142019 5:10 P

& Sent Items John Doe N &

§ Deleted tems New project 5:10 PM John Doe

Calendar I Yesterday New project

(&3] Contacts b Last Week To  Max Mustermann 56

{® Journal

S uink Emai I Two Weeks Ago
Notes

3] Outbox

RSS Feeds

47 Synclssues

Y| Tasks

[z=]Vorgeschlagene Kontakte

O Search Folders

There are more items in this

folder on the server

Click here to view more on Microsoft Exchange i

ALL

FOLDER

Perpetuum mobile.pdf (802 KB)
|| 47F9344CC82233C1 john.doe@test.gpgdo.de.asc (3 KB)

Message

Dear Mr, Mustermann

The new prototype of a perpetuum mohile you showed us was
impressive.
We want to inform you that the way you did it has no patent yet.

Best regards
John Doe

o See more about John Doe, xfr “ﬁ/ ‘J . A
|

Decryption status and actions

e Save emails decrypted
e Print preview
e Signed

e Encrypted / Forget cached passphrase

The symbols signalize whether the email was received as encrypted or signed email. Here, certain
actions are at your disposal. For example, you may save the message permanently decrypted or open
the print preview of the decrypted message (see chapter 7.5). For this purpose, simply click the

corresponding symbol.

i

EASY ENDPOINT E-MAIL ENCRYPTION
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7.5.1 Save permanently decrypted

For simpler archiving gpg4o also offers the possibility to save messages with permanent decryption.

E = :' lr- l
L W —
s D2 VBV

Save email decrypted i

For this purpose, click the symbol “Save email decrypted” in the reading pane of gpg4o. You can now
choose whether the email should be decrypted and saved in the Outlook mailbox or as a file on the
hard disk.

Attention: Ifthe emailis located in a synchronized folder the message will become also readable
on the server. You should therefore utilize this function with appropriate caution.

In addition, you canalso export all PGP-encrypted e-mails within a folder in decrypted form.

r#' Decrypt Folder

The selectedfolder is preselected for export. In the following dialogue you have the option to change
this selection and to also select the following options:

e Should already existing files be overwritten?

e Should subfolders also be exported?

e Should non-encrypted emails also be exported?

e Should the encrypted e-mails be exported in both unencrypted and encrypted form?

Hint: Please note that this functionality is not available in gpg4o Free.
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7.5.2 Printing encrypted messages

For printing an encrypted message, said message has to be decrypted before (see chapter
7.4,

Having done that, you have two possibilities of printing your decrypted message. Ifyou have activated
the reading pane of Outlook, you can print the email by clicking the “Print preview” symbol in the
preview.

P[] &
1 =] % =
2 vz N =\

Show print preview

Otherwise, you can also open the email by double-click and print it there as usual with the button
combination “CTRL+P” or by clicking “File” and then “Print”.

Hint: In the test version printing of encrypted messages is not possible via the button shown
above.

7.5.3 Show encrypted

The email is displayed in an encrypted state, as if no passphrase had been entered for decryption. In
addition, the passphrase currently in memory is removed, so that it must be re-entered for further

decryption.
[ =
2 | |l =
perd (]| R
S—|
N
L
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The colored box to the left of the action icons displays information about the validity of the signature
and the decryption status.

Four colors are used to quickly capture the status:

Green means that the email was decrypted correctly. If the email has been signed, this color
indicates that the message and any attachments have not been modified during transmission.
Turquoise means thatthe signing key is unknown, or the key has not yet been confirmed/signed.
(see chapter 8.10.4)

Red means that the email could not be decrypted or that the message or its attachments were
changed during transmission.

Yellow means that the sender address does not exist in the identities of the key.

To determine the status of the signature, gpg4o not only checks whether the message has been
changed, but also whether the sender of the email matches the signing key. This verification is

performed using the sender’s email address and the identities in the signing key.

The ID of a key is shown if no matching key is found in the key ring while checking a signed email. To
check the signature of this email you will have to import this key manually by using the I D within the
key management. See chapter 0 for more information.
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As soon as you send an encrypted email containing an attachment gpg4o will do the rest for you quite

automatically. You can attachfiles to your emails as normal without having to worry about the details.
As soon as the “Encrypt” check markis placed all attachments will be encrypted as well in addition to

the text of the email.

If you have received an encrypted email with attachment, you can either save the encrypted
attachment or open it directly. For this purpose, the context menu (Click right mouse button on the

attachment) offers you the options “Preview”, “Open”, “Save as...” and “Save all attachments...”.

(£ Reply €2 Reply All £} Forward

Thu 9/24/2015 9:25 AM

John Doe

New project

To Max Mustermann

gpgdo - Decrypted and signed email

The email has been decrypted successfully. - El — &) 2
The message text has not been changed. Al ' .-I‘I‘ 7] ?‘("
_:»J'Message "™ project.pdf (1.89 MB) || 30D836A5SDD5EE363_john.doe@test. gpgdo.de.asc (3.12 KB)
Preview .
The email hasJ o 2ssage text has not been changed. The email has been signed by JohnDoe
<john.doe@tes “~ pen

Save as...
Dear Mr.Mustermann

Save all attachments...

The new prototype of a perpetuum mobile you showed us was impressive.
We want to inform you that the way you did it has no patent yet.

Alternatively, you may alsosave the attachment in a folder using drag and drop.

With the option “Preview” or with a simple click on the attachment it will be shown in the display as

you know it from Microsoft Outlook.
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7.9 Reply/Forward emailsin Outlook 2013 onwards

If you want to answer or forward an encrypted email in Microsoft Outlook 2013 (or later), the answer
to be written will not open in a window of its own by default. Thus, there will not be all functions of
gpgdo at your disposal. In order to be able to make use of all functions the email has to get a window

of its own. Ifthis occurs gpgdo will point it out to you.

Your tried to reply on or forward an OpenPGP message. Due to program restrictions
since Outlook 2013 this is only possible by opening a new window.

I Do ot reming me again

If you do not want to be informed of this fact again place the check mark with “Do not remind me

again”. Via the button “OK” you continue the action.

7.10 Hide send options

BEHS S Vs Untitled - Message (HTML)
MESSAGE  INSERT  OPTIONS — FORMATTEXT  REVIEW  gpgdo - GPG for Outlook

g X A A ,-,;?,E &% [ Atachfile [> Follow Up ~ Q ’
— 1— e == 5
D B | B I U |z~ & = V@ g AttachItern~ ! HighImportance ¢
Paste . e o Address Check Zoom  Apps for
= - A === 4 Book Narmes L4 Signature ~ ¥ Low Importance Office
Clipboard Basic Text Mames Include Tags . Zoom Add-ins A
gpgdo [7] Automatic options: default options Attach my public key

Sending Options ~ 3Encrypt  €35ian  « PGP/MIME - £3John Doe <john.doe@test. gpgdo.de>

From ~ john.doe@test.gpgdo.de
=] | /—m———— . il
‘ To.. “
Send

(= 1

|

o ||

Subject ]

‘-\""““
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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In order to put more space at your disposal for the email editor you canfold up the sending options or
hide them completely.

If gpgdo is enabled for utilization with an account, you can fold up the sending options via the button
with the arrow in the right upper corner of the sending options bar and alsofold it down again.

The sending options remember the last state so that when creating another email, they will be
displayed to you in the same way as before.

If the account is not configured for utilization with gpg4o a button will be shown instead of the arrow
with an “X”. If you click on it the sending options will not be shown any longer in the future in case of
inactive accounts.

You can undo this in the settings onthe page, View“ (see chapter 11.1.2).
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With the key management of gpg4oyou can manage the keys generated or imported by you. You can
alsolook at all key details, generate new keys, revoke old keys, delete and much more.

As we often use some OpenPGP-specific terms we would first of all like to give you a brief explanation
of those terms.

Every , Keypair” consists of a private and a public key. The public key is calculated from the private
key. Inversely, however, this is not possible. That is why you as a key owner always own the public
and the private key, your communication partners, however, only have your public key.

Your communication partners encrypt messages toyou with your public key. You then decrypt them
again with the private key. For signatures the principle is exactly the other way around. You sign a
message with your private key, the recipient checks the signature with your public key.

In addition, every key comprises one ,Primary key” and an optional number of ,Subkeys”. If you
generate a key with gpg4o one subkey will always be generated as well, other OpenPGP applications,
however, can generate a much greater number of subkeys. In gpg4o they will only be indicated for
the sake of completeness, for you as a user, they actually have hardly any importance.

Furthermore, a key is provided with one or more ,,User-IDs“ which corresponds to a description of
the key which can be read by human beings. Such a User-ID usually consists of the owner’s complete
name and his email address. As one key may have more than one User-IDs it can also be utilized for
more than one email address.
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8.2 Overview

In order to open the key management of gpg4do please click “gpg40-GPG for Outlook” in the menu
ribbon of Microsoft Outlook and then “Key management”.

HOME SEND / RECEIVE FOLDER VIEW gpgio - GPG for Qutlook

View

@ | @ *
Keyserver hkp//pocl sks-keyservers net 11371«
Publish key i

h Common

|| ‘Search key in your local keyring... 1 = F)

e g — Never
i
Search on keyserver... (O « St « F) | Search on keyserver | |hicp//poci skskeyserversnat 1137 | g Search resuits
UserD Emal address BExpration date Status

No search has been startad yet of the search 5 not finishad

|30 imbeing 0k o tesemer

In the overview you can see all the keys which are contained in your keyring. Here, your own keys as
well as imported keys will be displayed to you.

Most actions can be performed in several ways. The two most important methods for performing an
action are the menu ribbon in the upper section of the key management and the context menu which
you get to when clicking the right mouse button on the selected key(s).

Furthermore, many actions can also be applied simultaneously for more than one keys. To this end
simply select several keys with the button “CTRL” and select or deselect further keys.

’if"““‘
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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8.3 Modifying view

I Start Keyserver Revocation certificate = View
| [#] User-1D Fingerprint
Creation date
[@] Email address Key-ID (long) S
Expiration date
Key-ID Key length

[- Details

In the menu ribbon of the key management, you can set via “View” which columns you want to show

or hide, respectively.

Moreover, the columns can be sorted. If you want to sort the view by means of a column, simply click
the column title. Every further click on the same column reverses the sorting.

8.4 Filtering keys

e ——

Search key in your local keyring. (Qid « F)

UserdD Emad address Status

No search has been storted yet or the search s not finished

I3key(s)mheyting|0k!y_(s)°ﬂw .g

L (o DV A R N

’i»g"““‘
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In addition, you have the possibility of filtering the view. For this purpose, enter a search term into
the field ,,Searchkey in your local keyring...” in order to show only suitable keys. Such a searchterm

may be an email address or a name for example or only a part of it.

In order to generate another keypair, please click the option “New key” in the menu ribbon “Start”. In
the dialog appearing then please enter the required data as you have already done when configuring

gpgéo.

gpg4o - New key
Name JohnDoe
E-mail address

Enter 2 passphrase eeseccscee

Repeat passphrase | eesesssses|

ey [

Lowercase ' \Uppercase ' Totalcount

Numbers W SpecialChar W

¥ Advanced settings [ Generate J [ Cancel

If you want to set further options such as the expire date for the new key, please click “Advanced
settings”. As soon as you have entered all required data, click “Generate”.

Hint: The generation of the keypair may take a little time.

In order to delete a key, you have to select it and choose the option “Delete key” in the menu ribbon
“Start”.

Attention: Please mind that the deletion of a key is irreversible. However, you can import a key
againwhich you have exported before.

Hint: If you delete a keypair, the private as well as the public key will be deleted. If the keypair
to be deleted is storedin the gpgdosettings of an account this setting becomes invalid.
In this case gpg4o will open the settings dialog after deletion in order to permit you the
selection of another keypair.
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If you disable a key, it will not be used for encrypting any longer. This makes sense, if you have more
than one public key for the same email address of one contact if, however, you only utilize one of the
public keys for encrypting. All further actions will remain unaffected. For disabling one or several keys
you select them and click in the menu ribbon on the “Disable key” button. Contrarily, you can enable
those keys again which you have disabled before by means of the button “Enable key”.

Hint: If the keypair to be disabled is stored in the gpg4o settings for one account this setting
will become invalid. In this case gpg4o will open the settings dialog after disabling in
order to let you select another keypair.

Apart from the sending of your own public key (see chapter 7.1) you can export your own keys or those
of your contacts, respectively, here inthe key management, too. Choose the key(s) you want to export
and click on “Export key” in the menu. You can export the key(s) into the file system or into the
clipboard.

gpgdo - Key management v5.0

Start Keyserver Revocation certificate View
= —~ l--. o . 2
w’ = o I . =N X
New Delete Import _ Export _ Show Jisable Send as
key key key key details email
Sl ‘ Export key to file.. I

|

\ Export key to clipboard

| Search key in your local keyring

An export into the file systemis logical if you want to transfer the key(s) toanother computer or onto
your smartphone. You will be asked where you want to save the key if you have selected “Export key
tofile...”. As soon as you have selected a folder where the key should be saved, please click on “OK".

Copying toclipboard is useful if you want to use the key(s) in a different program, website, or in a blog
post without having to use a separatefile. If you have selected , Export key to clipboard”, the keys are
copied to the Windows clipboard, and you can paste the keys into anytext field by pressing “CTRL+V".

If one of the selected keys is a keypair (you own the private key), you will be asked whether you only
want to export the public key or the private key. This selectionis applied to all keypairs of the s election.

Attention: You should never give your private key to anyone else. Use this function only as a data
backup or to transport your keypair to another computer.

Tip: You can also export keys to the file system or to an email using drag and drop.
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You can also import a key into the key management. To do this, click on the button “Import key” or

»Import key from clipboard”.

ro

~ gpgdo - Key management v5.0

Import key from file..

Start Keyserver Revocation certificate View
— - .1 1)
TH-N . B=N 2
L. ® - A ) = N
New Delete Import Export _ Show Disable Sendas
key key key key details key email

Import key from clipboard

Search key in "."Jurl

Public keys can be published on websites in text form. To import these keys into your own key ring,

highlight the text and copy it with “CTRL+C”. Afterwards, you can easily import the key with “Import

key from clipboard” and use it.

If you have selected “Import key from file...”, a dialog will appear in which you can choose a key file to

import. The selected key will be imported when you click “OK”.

Tip: You can alsoimport keys from the file system per drag and drop.

If one of the keys to be imported was issued for an email address for which you have alreadyimported
a key, you will be asked again as a precaution whether you want to disable the already existing key

before importing the new one.

e

gpgdo

“ & key(s) which will be imported. This can lead to some unwanted

~ '| gpgdo has found other keys, which contain the email addresses of the
behaviour.
Do you want to disable the existing keys, so only the newly imported
key gets used?

T

If the same key is concerned you do not need to have any more worries as differences between the
keys will be automatically consolidated.

Afterwards, a summary will appear of the keys to be imported containing all necessaryinformation.
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£ gpgdo - Key details (BC241DFB 20BE21C6) X
Summary Summary
0] Trust .

e Public key

Primary User-ID |

Key-ID |208E21C6
Key-ID (long)  |BC241DFB 20BE21CE

Key vahdity |Nc:¢ set

Owner trust |Nc:¢ set

Fingerprint |{IFAE 2067 29ED 5790 33CF EC38 BC24 1DFB 20BE 21C6

Key type Key-ID Algorithm  Curve Creation date Expiration date Fin

23D0BBG0B17BF13D

Primary key  Z0BE21CE RSA/4056 215/2022 never OFA v
BC241DERZNRE?ICE
Remove From Selection ! 2
Additional User-ID Walidity

<none:

Finalize import Cancel

Here, you canstill exclude individual keys from being imported, if necessary, by clicking the right mouse
button on the key to be excluded and by clicking “Remove from Selection”. You can also determine
the owner trust for the key to be imported (see chapter 8.10.6). For this purpose, click the menu item
“Owner Trust” first and select the new owner trust for the keys there.

Attention: Please make sure that the key to be imported comes from the person specified as key
owner. Get into contact with that person and ask for the fingerprint of that key to be
absolutely certain. Please alsoread chapter 8.10.4 for more information.

In order to finish the import of the key(s), click “Finish”.

After importing you will be able to confirm the identities. Others will thus be able to determine that
you confirmed the affiliation of that key to the specified person. For more information, read chapter
8.10.4.
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8.10 Key Details

In order to look at one or more keys in detail, you can click “Show details” in the menu ribbon “Start”
in the context menu.

Start Keyserver Revocation certificate View

OO B B
New Delete Import _ Export _
key key key key

Common

3
Disable Sendas

key email
Advanced

Search key in your local keyning... (Ctrd + F)

The key details have been subdivided into several sections, which are listed on the left side in the

menu. The section ,Private” is only visible for keypairs. In order to change to another section simply
click the name of the section.

’ii”“‘“
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8.10.1 Summary

On the summary page, you can see the most important information with regard to the selected key.
The ,,Key-ID“ and the , Fingerprint” identify the key, the Key-ID being a short form of the fingerprint.
The fingerprint should be synchronized during the exchange of the keys, best by telephone (see
chapter 8.10.4).

£, gpgdo - Key details ((4685FBE D1CBABCA) X
Summary
Frivate Private and public key
Expire Date
Pri User-ID ]
ldentities./Signing ey ser |
Fubic Key-1D |D1::5AB::A
Owner Trust Key-ID (long)  |04685FBE D1CEABCA

Key validity |Nc¢ set

Crener trust |Ngt set

Fingerprint |'EE?E 283C F2C2 00F4 4CD1 DEBF 0468 5FB6 D1CE ABCA

Key type Key-1D Algorthm ¢ Curve Creation date Expiration date Fin #
Primary key ~ D1CBABCA RSA/4056 T413,2022 never BES v
€ >

Additional User-ID Walidity
<none

Cancel

Additionally, the ,Owner Trust” and the ,Key Validity” are indicated. You can define the owner trust
yourself (see chapter 8.10.6), the key validity will be determined by means of already existing
signatures andthe owner trust of the signee.

The term , Key Validity” means, whether a key has been identified as valid by own signatures or by
those of trusted keys. Here, the ,,Web of Trust“ also plays an important part. A key is valid if it

¢ Was signed by one of your own keys

e Was signed by another key owner whom you trust fully

e Was signed by at least 3 other key owners whom you trust marginally

x
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8.10.2 Private key

If you open the section,,Private” in the details of a keypair, you can modify the passphrase of the key,

generate a revocation certificate or backup the complete keypair.

s =

2| gpgdo - Key details (30FEB21 2C0D64D0)

’Summaly ‘ Private key options

Expire Date You can change your password for your secret key
here:

[ Change password/passphrase... I

|dentities/Signing . "
You can create a revocation certificate to revoke your [

Public key.
Do not publish this keypair to other persons! Save it in
a secure place. [

Create revocation certificate...

Owner Trust Export your keypair... ]

[ ok || canesl | | com

Attention: You should never give the data backup with your private key or the revocation certificate
to anyone else.

EASY ENDPOINT E-MAIL ENCRYPTION
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If a keypair was given an expiration date and this date has passed, your communication partners can
no longer use your key to encrypt emails and therefore are not able to send encrypted emails.
This is useful if you lost the password for the keypair and don’t have a revocation certificate (see

chapter 8.12).

Hint: If you give a keypair an expiration date, you must change the date regularly and send
the updated public key to your communication partners.

You can also choose to remove the expiration date by choosing the option “Key never expires”. Your
keypair will be usable forever.

=

Summary
Private
|dentities/Signing
Public

Owner Trust

2. gpgdo - Key details (30F9EB21 2C0D64D0)

Setting the expire date

The expire date shows you when your key gets invalid. After this date your key gets for all

limited usable.

If you have changed the expire date, you must publish your public key to your communication

partners again and update the key on keyservers.

Current expire date:Never
@ Change nothing

(") Key expires never

(") Set expiration date to: Saturday . June 02,2018

=

=)

| | concel |
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8.10.4 Identities/Signing

In this area, all of the identities (User-IDs) for the given key are displayed. For keypairs, you can add an
identity or choose a main identity. For public keys, you can confirm an identity (sign) and hereby
validateit.

Keys can be created by anyone with any name or email. It is thus necessary to check any key before
using it to make sure it originated from the given person. Details on how to do so can be found below.

Here you see all idenlibes of the selected key, If this is cre of your keypairs, you can add
Sunmaty identites, elve wou can confiem the identities of the kepholder, Also wou can see, | you skeady
Privale confimed an identily in the past.
Expre Date Identity Slabug
Public R —— o
Oharnier Trust

| AddIdently... | | Confim/SignAllidentities... | | 5o = Fronan denity

[Look ] [Lcamel | | 2o

To add a new identity to a keypair, click on “Add Identity...” and enter the name and email address for

the identity. Clicking on “OK” creates the new identity for the key.

Name |

Email address

‘-\“‘"““
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All programs that work with GnuPG, show the primary identity of a key. You can change the primary
identity of the key to the currently selected identity by clicking “Set as Primary Identity...”. The selected

identity will be the primaryidentity from there on.

If you want to validate a public key and all of its identities, click on the button “Confirm/Sign All

Identities...”.

z

Confirm/Sign All Identities
Signing - Confirming the identities of this key:

JohnDoe <john.doe@test.gpg4o.de>
Fingerprint: 899D 09C8 E796 D505 DI9CS8 3F5A 30D8 36A5 DD5E 6363

Select one of your keypairs to sign the key:

=

[max <max.mustermann@test.gpa4o de> (4DFO1AFS) v

Did you check if the key you are signing rezally comes from the keyholder listed above?
[] Sign local only (not exportable)

@ | prefer not to answer in detail
. | have not checked the identities at all
. | have carried out a casual check of the identities

) | have carried out through checking of the identities

| OK || Cancel |

Afterwards, indicate how sure you are about the authenticity of the signed key. With this selection,
the strength of the signature is determined. Clicking on “OK” will apply the signature of the key.

Hint:

=

Key Management

To be sure that the key belongs to the given person, you should compare the fingerprint
personally. You can contact the creator via telephone, fax, SMS, messenger, etc... and
compare the fingerprint. Emails are not suited for this verification as they can be faked
via ,,Man-in-the-Middle” attacks. Only when the present fingerprint is the same as the
one given by the key creator you have received the same key and can start using it. If
the fingerprints are different, you have received a forged key. Please do not sign or use
this key!
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8.10.5 Public key

On this page possibilities of how to distribute your public key have been placed at your disposal.

=

2| gpgdo - Key details (30F9EB21 2C0D64D0)

Summaty Public key options

Private

Expire Date Send public key as email Send as email

|dentities/Signing

N et et

Owner Trust

1N

Upload to key server

hkp://pool sks-keyservers.net: 11371 -
hkp:/#subkeys.pgp.net: 11371 dpead
|dap: //certserver.pgp.com

| ok | [ coancel | | s

You can send your public key as an attachment toa new email or upload it to a key server from where

it can be imported by your contact partners. Moreover, you have the possibility of exporting the public
key as a file on your computer or a removable medium such as a USB-stick.

Tip: All those functions are alsodirectly available to you in the overview by pressing the right
mouse button on a key.
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8.10.6 Define Owner Trust

By means of the owner trust, you can define how much you trust your contacts to sign foreign keys
and to classifythemto be true. This permits to determine the key validity of other keys on the basis of
its signatures. Ifanother key was signed by the issuer of the key, the owner trust of whom you set here
will have direct influence on the key validity of the other key. This principle is called ,, Web of Trust”. In
this connection also consider chapter 8.10.1.

2. gpgdo - Key details (30FIEB21 2C0D64D0) ==
Summary Owner trust - Trust in the owner of the key
e JohnDoe i il e
Expre Date Fingerprint: BEDC 506F 8544 9FC8 10CCA751 30F9 EB21 2C0D 64D0
Identities/Signng

) How much do you trust the ownes of this key to comectly
Public sign others keys?

ot o
I do NOT trust the owner
| somewhat trust the ownet
| Fully trust the owner
@ | have complete trust in the owner (recommended)

‘OKl\Canccl

There are several selection possibilities at your disposalin order to define the trust in this contact. You
should however only choose the option “I have complete trust in the owner” for own keys, as this
option will have another influence on the key validity as it is not intended for foreign keys.

The level of trust indicated by you remains a secret of GnuPG and will, with the exception of the
integrated backup function, never be exported or transmitted toanyone else.

Tip: You can also modify the owner trust directly by clicking the right mouse button on a key
in the overview.

" MAIL ENCRYPTION
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In addition to the possibilities to send keys per email, described in the chapters 7.1 and 7.2, you can

also upload your public key on a key server on the Internet and from there alsoimport public keys of

your communication partners.

For this purpose, go back to the overview of the key management and select your key.

Change to the tab “Key server” in the menu ribbon and select the key server on which you want to

upload your key.

F

gpgdo - Key management v3.5

Start

Keyserver

Keyserver: hkp://pool.sks-keyservers.ne

ol leewring
al KEYIINK

Q
=
x.

ch key in your loc

t:

11371

Revocation certificate

-

Lommon

~

E=x | Eol ™)
View
3 3
Publish on keyserver Imgort jrom

keyserver

Click the button “Publish on key server” then in order to upload the currently selected key(s).

Now, you only have to inform your communication partner of the selected key server so that he will
be able to import your public key from there.

For importing a key from a key server, you can enter your communication partner’s name or key-ID in

the searchfield in the lower section of the key management.
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DIV A

Start Keyserver Revocation certificate View

1
Keyserver: hikp/ipool sks-keyservers net 11371 . % %
bish ke Import key
' Common

Search key in your local keyring. [Qid « F)

Emad address Key-0 SRatus

!
max mustemann@glepa de % | Search on keyserver | |hip//pocl skskeyserversnet: 137" | (g Search results
|

3 key(s)in keyring | 2 key(s) on keyserver

Ifthe searched key is found, you canselect it and import it via the button “Import key” from key server.

Tip: You can alsoimport the key via a click on the right mouse button on the key which has
been found or by holding the pressed left mouse button and drawing the key into the
above list.

8.12 Generating Revocation Certificate

With a revocation certificate, a key can be permanently and irrevocably declaredinvalid. With a public
key declared invalid, your communication partners can no longer write encrypted emails to you. This
makes sense, for example, in case that another person has taken possession of your private key and,
thus, it cannot be secured any longer that emails signed with it have actually been generated by you.

To generate a revocation certificate, please choose the corresponding key in the overview of the key
management. Thenselect the button “Create certificate” via the menu ribbon Revocation certificate”
in the tab.

’if"““‘
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Revocation certificate View

Search key in your local keyring...

You will be asked for the reason why you want to generate a revocation certificate and can
furthermore write a comment on it specifying the reason or furnishing additional information. This can
be, for example, the key-ID of the new key which your contact partners shall utilize afterwards.

gpgdo - Create revocation certificate *

Reason for the revocabon cerfihicate.

Select a category for your reason V|
Specify your reaon of leave it blank

Key torevoke
Private and public key

Primary User-ID |-- e = g =y |
Key-ID [683E3D24 |
Key-ID (long) | 7F24761C 689E3D24 |
|
|
|

Key validity —[Not set
Owner trust |Nullﬂ
Fingerprint  |6E02 44C7 D6FB A2DE D762 BAGA 7F24 761C 689E 3D24
Keytype  KeydD  Agothm /Curve  Creationdate Expiration date  Fingerprint ~

Primary key  6BSE3D24 RSA/2048 65772021 101172022 GEQ2 44C7 -
< >
Additional User-ID Walidity

0N >

After having entered the reason, click “OK” and indicate the folder where the revocation certificate
shall be saved.
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8.13 Applying Revocation Certificate

For the revocation of a key, select it first and then go to “Apply certificate” in the tab “Revocation

certificate” in the menu ribbon of the key management.

Start Keyserver Revocation certificate View

Create Apply
certificate || certificate
Common

Search key in your local keyring...

Select the revocation certificate in the appearing file selection dialog and afterwards click “Open”.

gpgdo - Revoke a key k4
Imueruhl@ammuﬁshrMWmﬂM%mmmdwﬂmmMMMMMUm
necked pubiic B venify signatures L but it cannot b encrypt future -]
tdmdmnﬁuﬁuwdmm mmnu:ammmw?:mlgmrﬁ;u dormumhhmh;".m L
By remoking Sha public ey wall ba updated. Flasss publish il 30 & public key sarver andior send il per amael o your contact partrens o robify themn that the public key
should na longer be used
Adver that you can nommally gensrate a new losy pair and distribots it
Key lo revwke © Revocation Certificate Information
Private and public key

[C o imern e test 01 Dieskiop vewe\ TF 24 TR ICEISE 3D Select cther carthieate
Frimaey Lier 10 | gl g s ™. = |
Ker-1D [essE3024 | LR e
Key-ID (oeg)  [7F24761C 629E3024 | Issuer Key=ID .mm.u
Mey validity  [mot st |'I'_'m§md.uu 71572022
Ownertrust  [Hot set | Reason mm M rearnon s spechied.
Fiegerprint (6202 44C7 DGFB AZDE D752 GABA 7724 761C 683E 30|  Comment
Ky type EeyD Mlgarthm / Curve Cregton date ko
Prmaykey G85E3024 RIAZ043 [ e
£ *
Acdtiorsl UserID Valaty You Bie going % import & cartibcats b revcke the ebected key.
el
- [ oy i castene
Defaull ey fior the sccound e = & -

EVOE Cancel

First, check the information of the revocation certificate. If you are sure that you want to apply the

revocation certificate place a checkmarkwith “Apply this certificate” and click “Revoke”.

Attention: By revoking, the key is made permanently unusable! Because of the public key is being
updated, it therefore needs to be redistributedto your communication partners. If you
have published the key on a key server too, you need to upload the updated key again

to take effect.
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9 Usage of GnuPG 2.1 and later versions

The changes of gpg4o that have been made to adjust to GnuPG 2.1, are described in this section.
Furthermore, this section gives important hints on how to use GnuPG 2.1.

GpgdoVersion 5.0 supports GnuPG 2.1. Problems canarise in your key ring due to upgrading to GnuPG
2.1thatare not caused by gpg4o. This is caused by the restructured format of the key ring that comes
with GnuPG 2.1.

To keep the changes to GnuPG 2.1 as simple as possible and to avoid losing data in your key ring, it is
recommended to follow the following steps:

Please make a backup of gpgdo. (see chapter 11.7)
Change to a stable version of GnuPG 2.1in the settings of gpg4oand select GnuPG.
Import the previously created backup.

Hint: Please note that when you import your backup, that you need to have the passphrases
of all private keys that arein your key ring.

9.1 Import/Exportof keypairs

GnuPG 2.1 requires the passphrase when you are importing or exporting a keypair. Therefore, a
following dialog appears for the input of the passphrase, when importing or exporting a keypair
through the key management or backup (see chapter 11.7).

Inboth cases, you need to enter the passphrase for each keypair that is in the key ring. While importing
a backup, you will be shown all keypairs and will have the option to exclude keypairs that you no longer
need.

HeauodthdmuypameumMYwmﬂneedbmh
passphrase of all selected keys

ok J[ Comce |

A_grgdo
R,
? ‘
EASY ENDPOINT EMAIL ENCRYPTION
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While importing a backup, you can choose to import keypairs with help of a selection dialog.

Hint:

After switching to GnuPG 2.1, it may be that not all of the keypairs will be visible in the
key management. This is caused by because GnuPG 2.1 no longer supports the use of

keypairs with old safety mechanisms. Inthis case, youshould create a new keypair based
on the current safetystandard (see chapter 8.12).
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10 Sending Rules

In order to prevent you from having tomanually select the settings for encrypting and signing for each
of your emails, sending rules have been provided in gpg4o performing this taskfor you.

Attention: Please not thatyou can only test the sending rules in gpg4o Free but cannot be used.

10.1 Management of Sending Rules

In the overview of the sending rules, you have the possibility of sorting and testing your existing rules
without any influence on the rule evaluation.

For that, click. ,,Sending rules” in the menu ribbon “gpg4o— GPG for Outlook”

m ':__IE.] © = Inbox - john.doe@test.gpgdo.de - Outlook
HOME SEND / RECEIVE FOLDER VIEW gpgdo - GPG for Outlook

™ @

Key gpgdo-
hanagement Help ~

-

i — Sendrules - Overview

Rules for outgoing emails.
Here you can define, if emails send to a specific recipient should be automatically encrypted, signed or send as HTML.

Name | Encrypt | Sign | PGP Style | Keys

There are no rules defined yet,
To create a rule, click on the "Add..." button below,

| Add. ]I[ Edt. |[ Dete |

Ruletest

Here you can test your declared rules.
By filing out the textboxes below you get highlighted which rules match the conditions.

’ Recipient  email address of recipient Sender email address of sender Subject  email subject

’i»“’“‘“
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For generating a new rule click the button “Add...” in the overview. In the field ,Rulename®, you enter
an expressive name for this new rule. Having done that, complete the conditions. When working out
the conditions, be sure to make them as specifically as possible in order to avoid later conflicts.

Afterwards, you select the encryption options to be utilized and the recipient’s public keys. The keys
will be utilized later for encrypting when sending the email if the rule is applied. If you want gpg4o to
select the appropriate key for you, leave the selection with Recipient’s current key. Otherwise select
the keys which shall be utilized for encrypting the email.

gpgdo - Create sending rule et

Arule contains one or more condition(s), descriptions about the actions you want the rule to have and a
selection of keys to be used for email encryphion.

Rulename
Do nat encrypt |
Condihons
Recipient ~ | |contains o |nax.mustennann@test.gpgdu.de| [ —]
Sender | |ig w |iu:uhn.u:|n:ue@test.gpgdn.de | [ —]
LT
then
Encrypt Sign PGP Style
@ Never U] [ | [ NoCrang: .
Keys used for encryplion
Uszer-|D Key-10
Recipients cument key 0
O] 7BE07BDCIABIFA1S
L] TF24761C689E3D24
] 02067BE12F7BCDAC
L] 06ICATIS2581D649
L] 8614E29CCT5E4465
] 18017CT11 24F44A77

Gance

POINT E-MAIL ENCRYPTION

EASY ENDI
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In orderto apply a rule when sending an email, all preconditions indicated in the domain ,, Conditions*
have to be fulfilled.

When creating a new email, all your rules are browsed, and all matching rules are selected. This
selection is based exclusively on the conditions of the individual rules and not on the classificationin

the rules list.
The following example shows tworules:

Rule ,Donot encrypt” contains two conditions:

Conditions
Recipient ~ | | containg o |rnax.rnusterrnann @test.gpgdu.di| =]
Sender | s “ |i-:uhn doei@iest.gpgdo.de | [—]

Rule ,,Encryptintern” contains one condition:

Conditions

Recipient ~ | | contains w | |test.gpgdo.de

If you write an email to max.mustermann@test.gpgdo.de now and if you select
john.doe@test.gpgdo.de as sender, both of your rules will apply. Thus, you will come into conflict as
the settings for encrypting within the rules are different.
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-] gpgdo - sending rules

— Send rules - Dverview

Rules for oulgoing emals,

Here pou can define. if emals send to & speciic recipient should be automatically encripled, signed or send as HTML

i) | Edt. || Delete |
Ruletest
Here you can test pow declared riles,

Hame Enciypt | Sign PGP Style | Keys
Enciypt intern Always Always | Mo Change Recipients cumment key
Do not encrispt Hever |Meweir |No Change | Recipients cuirent key

Conflict

By filing out the textboxes below pou get highlighted which rules match the conditions.

Racpint e e i—— - Semder  poe Sl— Subgact  email subgect

Inorder to avoid this conflict in the future, you can add further conditions to the rule ,Encrypt intern”:

Recipient is not max.mustermann@test.gpgdo.de

Senderis not john.doe@testgpgdo.de

’i»g"““‘
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION

Sending Rules
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Through the settings, you can adjust important options of gpg4o. Modifications of your settings, even
if you switch between menu points, only become effective after saving.

On this page, the general configuration settings are displayed permitting to adapt the aspect of gpgdo
and the integrationinto Microsoft Outlook.

= gpgdo - Settings ¥
e Language

GruPG

Account managemert Used language English ~

Send/Receive settings Sending Options

pdate (] Hide sending options when account is inactive

Key Server

Backup and Restore Messages

Advanced seftings All messages are displayed

Setup wizard

Display setup wizard on startup if configuration i1s missing

Save Cancel

11.1.1 Language

The language may be adjusted between German and English. Please mind that when modifying the
language, the settings have to be closed and opened again.
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11.1.2 Sending Options

If this configuration setting is active, the ribbon with the sending options will be hidden when
generating anemail and the selected sending account has not been enabled for utilization with gpg4o.

If the configuration setting is not active the sending options will also be indicated in case of inactive
accounts.

11.1.3 Messages

As the user, you can decide whether or not you want to deactivate the repeating question so that it
does not appear anymore. An example would be the message box which appears when a newer GnuPG
version is found online within the start of Outlook. By confirming this through the button, you are
activating all deactivated messagesagain.

On the page GnuPgG, the version and the pathto the installed GnuPG are displayed.

= gpgdo - Settings *
Wiew GnuPG Runtime
Path to gpg.exe ! gpgZ exe
Account managemert |C:‘\F‘mgram Files {x86GMNLUNGNUPG_2 2 33 bintgpg exe Trzrr
Send,/Receive settings Online update GnuPG version information every time Outlook starts
Update Installed version: 2.2.33 «/ Latestversion installed.
Key Server .
General seitings

Backup and Restore o ) ) )
Alternative directory for key nngs and configuration files (optional)

Advanced settings
| Search...

Do you want to cache your passphrases?
MNever w
[] Terminate GruPG Agent with Outlook
License
GruPG is licensed under the temms of the GMNU General Public License (GPL) which guarantees your
freedom to share and change Free Software.

See http://gnu.orgdicenses Agpl.html
The source code can be found under bt www.

Save Cancel
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11.2.1 Path to gpg.exe/gpg2.exe

If necessary, you can also convert to other installations of GnuPG with the help of the button
“Search...”.

If you have not yet installed GnuPG, the button “Download and install GhnuPG” will be shown to you
below the version number with which you can download GnuPG from the Internet andinstall it. Here,
the procedure is the same as with the installation by the configuration wizard. Here, you will also find
information with regard to the license of GnuPG and you have the possibility of obtaining further
information by means of the links, if available.

11.2.2 GnuPG version checking

= gpgdo - Settings *
View GnuPG Runtime
A GruPG Path to gpg.exe / gpg2.exe
Account management |C:\F‘rogram Files (xBENGMNUNGRUPG_2. 2. 20%bin \gpg exe Search...
Send/Receive settings Online update GnuPG version information every time Outlook starts
Update Installed version: 2.2.20 /v, Versionis out of date, but still can be used.
Key Server
M2 Download and install GnuPG
Backup and Restore Aovailable version: 22313 : :
Advanced settings Mare information

General settings

Alternative directory for key rings and configuration files (optional)

| Search...

Do you want to cache your passphrases?

5 min ~
[] Terminate GnuPG Agent with Outlook
License i
GnuPG is licensed under the terms of the GMU General Public License (GPL) which guarantees your
freedom to share and change Free Software.

See http://gnu.org licenses/gpl.html
The source code can be found under http:/Awww gnupg org/download

Save Cancel

Gpg4o uses GnuPG to encrypt emails. This program s constantly being developed and receives
regular updates and new features. Tokeep GnuPG up to date, please activate the option “Online
update GnuPG version information every time Outlook starts”.

=
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You receive a message whenstarting Outlook, when a new version of GnuPG has been released. You
can then decide whether or not you want to install this new version. Confirming the question with
“Yes” will redirect you to the page GnuPG of the gpgdo settings. There you can click on the button
“Download and install GnuPG” which will download and install the latest version.

Hint: Please note that this functionality is not available in gpg4o Free.
11.2.3 GnuPG directory

By default, GnuPG saves its keyring in the application folder of your user profile. If you want to make
use of another directory instead you can select an alternative directory here. This directory will then
be utilized in the future instead of the default directory of GnuPG.

Hint: Already imported or generated keys will not be copied and will no longer be availablein
the new directory. In the old directory, however, they will still be existent. In order to
be able to access these keys you have to export them before and import them again
after having changed to analternative directory (see chapter 8).

11.2.4 Buffering of the passphrase

You can determine here how long the passphrases you have entered shall be buffered. The minimum
duration of how long the passphrases are buffered, is one minute.

11.2.5 GnuPG Agent

Since GnuPG 2.0 the GnuPG Agent is applied in order to buffer the passphrase. The agent is
automatically started as soon as a GnuPG action in gpgdois made. However, when closing Microsoft
Outlook, the GnuPG agent is not terminated by default. Thus, buffered passphrases arenot reset which
might produce a security risk.

If you enable this option, the GnuPG Agent will be terminated automatically with Microsoft Outlook
thus removing preliminarily entered passphrases from the memory.

Hint: The starting of the GnuPG Agent may take some seconds. This can be
noticed in particular if you select the first email for decrypting.
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11.3 Account management

On this page the configuration of the individual email accounts is performed (usually one email address

corresponds to an account in Microsoft Outlook).

¥ gpgdo - Settings X

Outlaok Accourt active

T = = - Outhook Account disabled

Advenced setings gpgdo._test. 01@oryogena.ong
[#] Use gpgdo for this email account

Key pair to use with this email account

e g = g - w
[[] Encrypt messages by default while sending

[ Sign messages by default while sending
Preferrad PGP Style
| Attachments only -

Send fesimed

[ Enzble SIMIME-Integration (experimenial function) W

[son ] [ oo

Under the name of the selected email account, you will find the associated settings “Use gpg4o for this
email account” . Place the checkmark with if you want to decrypt messages in this email account or if
you want to send messages encrypted and/or signed.

Hint: If you do not want to encrypt or signat all in anemail account you should disable gpgdo
for this account.

With the selection box “Keypair to user with this email account” you define which keypair shall be
utilized for signing messages.

With the next two check boxes the default behavior of gpgdo with regardto the sending of emails is
determined. If you choose messages to be encrypted by default you also have to define whether only
the attachments or the entire message shall be encrypted.

’-\”""“
+ AN

EASY ENDPOINT E-MAIL ENCRYPTION
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With the selection box ,,Preferred sending format“ you can select the format that will be used when
creating a new email. You can choose between the options ,,PGP/Mime“, “PGP/Inline”, “S/MIME”
(This function is experimental, and so far, not supported.), “Encrypt Attachments only” and “Ask before
sending”.

»PGP/Inline”is useful if your communication partners mainly read their emails within a web browser.
This format is easier to process for email readers but offers less protection against modifications.

,PGP/Mime* is a format that makes it attackers more difficult to modify the email or even prevents
modifications and therefore is to be seen more secure. However not every email software is able to
correctly process this format which can cause signatures not to be verified for example.

If you regularly necessitate other configurations for certain situations, you can set them with the help
of the sending rules (see chapter 10).

You can send a test mail for the selected account. You can verify with the received test mail whether
encrypting and decrypting work correctly with your settings.

= gpgdo - Settings *

View Send PG P/Inline - Attachment oplions

GruPG

Keep fil
Account management () Keep filename

Increases compatibility with other OpenPGP software, which cannot extract filenames.
Send/Feceive settings (business report.doc -> business report.doc.pgp)
Update (®) Hide filename
Key Server Increases confidentiality, but not every OpenPGP software can read such files.

(business report.doc -> Attachment1.pgp)
Backup and Restore

tdvanced settings Receive - Attachmenis handling

Find PGP keys in attachments and offer import

Save Cancel

)

B
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11.4.1 Send - Attachment options

Many OpenPGP-applications do not only encrypt the email and the attachments but also the file names
of the attachments. Gpg4o masters this technique and uses it as standard. However, not every
OpenPGP-application is compatible with this technique. Therefore, you should activate the option
“Keep filename” if a recipient cannot decrypt the file names.

11.4.2 Receive - Attachment handling

You canactivate the attachment handling to automatically get a hint when key(s) and/or license(s) are
contained as attachment in an email. The hint shows you on the one hand that the specific files are
contained in the email and on the other hand offers you an import for the files.
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On this page you can set the check for updates of gpg4oor run it manually.

= gpgdo - Settings

Wiew

GnuPG

Account management
Send/Receive settings
Key Server

Backup and Restore
Advanced settings

gpgdo Updaie

Check for updates every time Dutlock starts

Updates/Support:

Wersion history...

Check for update now

|sage expired (5/3/2022)

Visit our shop

Save

o

Cancel

11.5.1 Update of gpg4o

The developers of gpgdo regularly extend the software, improve its usability, and add new features

(customers’ desires).

On this page you can perform a manual check for updates by clicking the button “Check for update
now”. If this verification shall be performed regularly place the checkmark with “Check for updates
every time Outlook starts”. By this, everytime you start Microsoft Outlook, a newer version of gpg4o
is searched and this version is offered to you for installation.

+iad

Settings
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=

* gpgdo - Update check X
o A new version of gpgdo is available.

Version installed : 3.5.27.6205 -
Version availlable: 3.5.36.6336

+ Support of Microsoft Windows 10 and Microsoft Office 2016

+ Added Gnupg version checking and update

+ Added management of identities (User-|Ds) of keys

+ Passphrase dialog shows the key for which the passphrase s requested

+ Automatic signature verfcation of all attachments

+ Improved signature verfcation in case of a difference between the signature and the sender
+ Email preview automaticall resizes to the best fit

+ Export of keys to the clipboard is now possible

+ gpgdo supports the zoom slider of Outlook in its own emall preview

m

| || Install | [ Cancel |

The installationis started by clicking on “Install”. You can find out more about the installation process
in chapter 4. You should restart Microsoft Outlook after the installation, so that the changes are
activated.

When the installation is finished, you should restart Outlook so that the modifications become
effective.

With the link “Visit our Shop”, you can purchase a license of gpg4o or an extension of the product
maintenance of gpg4o.

In the “Version history...”, the individual releases and their improvements of gpg4o can be looked up.

Note: With the release of version 8.5.1, you will have to perform 2 automatic updates in
successionin order to update completely. A corresponding note will be displayed in the
update window. Follow the instructions to complete the update.
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On the page, Key Server”, you have the possibility of displaying and editing the key servers utilized by
gpgéo.

=

gpgdo - Settings X

View

GnuPG

Key Server

Configure your key server list here (each key server iz seperated by a new ling)

Account management keyserver ubuntu.com
Send/Receive settings
Update

Backup and Restore
Advanced settings

Automatic Import

‘when creating an email, use this key server for automatic import of missing keys:

Automatically import missing keys when venfying signatures

Canc

11.6.1 Key server

In order to add a new key server, enter its address as a new line in the text field.

Hint: Keep in mind that the address of the key servers will not be checked with regard to
validity and that a wrong server cannot be reached.

In order to remove a key server, remove its entry in the text field. Thus, this key server will not be
utilized in gpg4o anymore.

The listed key servers are used to manuallyimport missing keys while checking email signatures. Please
note that the only servers using HKP or HKPS protocol are used.

X

EASY ENDI
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11.6.2 AutomaticImport

Here you can enter a key server, with which keys are automatically imported into your key ring, while
you are writing emails. This is useful if you host a private key server and only upload valid keys. The
server enteredin this field does not have to be entered into the list of all key servers, tobe used.

Missing keys are automatically imported into the local key ring, by activating “Auto import missing
keys when verifying signatures”.

Hint: Please note that this functionality is not available in gpg4o Free.

On this page you can import a saved backup or generate one, respectively. Above all, a backup protects
you from the loss of your keys in case of hardware failures. Inaddition, it can be used totransfer your
settings and keys to a new computer.

=

" gpgdo - Settings X

View Backup and Restore

GnuPG
Account management Export your gpgdo settings. sending rules, active accounts, all keys and your trust settings.
Send/Receive settings Export...

Update |mport your previously exported settings into gpgdo.

Key Server This will overwnte your current sethings and extend all your keys.

Backup and Restore Import...

Advanced settings
Automatic Homedir Backup

[ ] Backup homedir when Outlock starts or at least every 24 hours
Destination directory
CaUsers‘gpado test. 01 App Data \Roaming " BAYOOSOFT \gpado®Backup

Maximum kept Backups

60

Save Cancel
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11.7.1 Backup and Restore

You can choose to perform a manual backup or import an existing backup. This backup protects you
from losing your key and saves your current gpg4o-configuration, if, for example, the data can no
longer be read from your hard drive. You must save the backup on a separate storage device, like a
USB stick, external hard drive, or CD/DVD, andsafelystoreiit.

Through the button “Export”, you can generate a new backup. It comprises of the following data:

¢ All the keys, public keys as well as keypairs

The trust settings of the keys

The complete configuration of gpg4o including all account-settings
All defined sending rules

The gpgdolicense file

With the button “Import” you reload your preliminarily exported settings of gpg4o and, thus, overwrite
your current ones. Your keyring will be extended by the newly added keys and those keys which were
deleted since the last export, will be included again.

= |mport progress x
o/ | Creating temporary folders
o/ | Checking GnuPG
/| Extracting backup files
' | Importing gpgdo settings
o/ | Reloading gpodo configuration
/' | Importing GnuPG keys and trust settings
o/ | Importing licence
Tip: A backup may also be utilized in order to move gpg4oto another computer.

Attention: Only save the backup on your own physical data storage medium. You should never
upload the backup into the cloud.
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11.7.2 AutomaticHomedir Backup

A backup of the entire key ring is completed directly after saving the settings if “Backup homedir when
Outlook starts or at least every 24 hours” is enabled. The data is saved as a Zip file in the specified
path. The backup file is createdin the specified path and should only be changed if you are aware of
the problems that could arise if the pathis no longer available or if another problem arises.

If the maximum number of backups is reached, the oldest one is deleted in order to create a new one.

»Next Backup” shows you the date at which the next backup will be created.

Hint: Please note that the recovery of automatically created backups through the user
interface of gpgdo is not possible. These backups have to be recovered by hand. Please
contact your technicaladministrator or the support of gpgdoif you require assistance.

On this page you will find settings which do not necessitate any modifications in the normal operation,
or which do not require a better knowledge of the OpenPGP-Encryption. We kindly ask you not to
modify anything here if you do not know about the consequences of these modifications.

11.8.1 Always treat all keys as valid

Itis true that deactivating this option will improve safety, however, it will alsoincrease complexity and
will require a considerable additional effort regarding the key management. If you disable this option,
you will only be able to encrypt emails to be sent to those recipients whose key you have signed or
whose key has been recognized as valid by the ,Web of Trust”.

Example: Please open the key management and search for the key you want to check. Select the
key and open the key details.
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2., gpgdo - Key details (52C50C51 CA482ED4) e

Summary |

Herties/Sgning Public key
Public

1 e | | [
Ownes Trust Primary User-|D |

Key-ID [casszeDe
Key-ID (long)  [52C50C51 CA482ED4
Key validity [Ful trust

Owrnertrust  [Fullinust

ﬁ Fingerprint [c757 9832 94C5 B875 3058 BCBA 52C5 0C51 CA48 2EDS

Key type KeyID Mgorthen / Curve Creation date Expiration date Fin &
Frimary key  CA482ED4 RSA/2048 Nz never Ccr,
< 3

Additional User-ID Valdity
ANOne:

Please compare the fingerprint in the key details with the fingerprint, given to you by the key owner:
Ifthe givenfingerprint matches the fingerprint that is listed in the key details, you can confirm the key.
Afterwards, the key can be used for safe communication.

To validate a key, pleaseread the paragraph ,ldentities/Signing” (see chapter 8.10.4).

Hint: You have to check and validate each and every key if you have deactivated the switch
»Always treat all keys as valid“, before you can use them.

11.8.2 Hintfor expiring account keys

If you activate this option, you will get a hint when one of your active account keys expires within 30
days or is already expired. The hint shows you all affected keys and offers you to extend all shown
keys. With the agreement all keys get extended by one year.

Tip: Inthe key details you can set the expire date of your keypairs exactly (see chapter 8.10.3)
11.8.3 Insert GnuPG and gpg4o information in outgoing emails

If you encrypt and/or sign an email with gpg4o the GnuPG-Version and the gpg4o-Version will be
insertedin the GnuPG headlines if the option is active. As this has also been implemented like that for
other OpenPGP-solutions this option is enabled as a standard. If you deactivate this setting and one of
your recipients has problems with decrypting and/or displaying the email, he will not be able to read
with which software the email was encrypted.

=
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11.8.4 Advanced signature check activation

By default, this option is enabled. By disabling this option, you globally disable signature checks for
PGP/MIME signed emails.

11.8.5 Automatic Export

Here you can enter a key server, where the public keys are uploaded to, as soon as there are changes
to the key. This is useful if you host your own key server. Changes, for example, are imports of a key
from another server or file, revocation of a keypair, adding or edits to an identity, or signing of an
unknown key. Through this, you can be sure that the newest public key is on the key server.

Hint: Please note that this functionality is not available in gpg4o Free.

11.8.6 Log Level

l

Here you can choose the log level. By default, this option is set to ,,Normal“. With the level ,,None*
logging is disabled and no logfiles will be created anymore. In addition to that the zip-file of logfiles
will not be created when contacting support (see chapter 13.2).

Hint: Please keep in mind that the support work is more difficult when logging is disabled
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After having processed the online ordering of gpg4o you can manage your licenses via our web

interface https://licmgmt.giepa.de/index.php?lang=en For login you utilize the same access data that
you use in our shop.

gpg4o license management
Login

Flease use the same bogin data as in our shop

Email address.  [John DosgElest gpaddnet ]
[P TN R N—

Login

In the following menu you can see a summary of your licenses. You cansee how many licenses are at
your disposal altogether and how many of them are already utilized or which of them are still available.

Moreover, you can see the date until which updates will be placed at your disposal.

In order to make alterations toyour licensing, click the pen-symbol “Edit”.

Welcome

Customer data
Herr
John Doe

BAYOONET

Your licenses

License No: 86 Licensed for: John Doe Z Edit
Expire date: 2021/09/20 Date of purchase: 2011/10/14
Licenses total: 2; available:1 Product: gpgdo

Emails: john.doe@bayoo.net

=
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License information

Licensed for John Doe
Product gpgdo
Date of purchase 20111014
Updates until 2021/09/20
Mumber of licenses 1 of 2 free

Edit license(s)
New email- [Add|
address(es): _

If you want to enter multiple email addresses, enter one email address per line.

[Jjohn.doe@bayoo.net 7 Edit

Subsequently, you can choose whether you want to download the license file directly or you want to
have it sent by email. Alternatively, you can also define by checkmarks to which email addresses the
license shall be sent. Here, you can select individual addresses or all addresses.

Import license

You can recieve your license file by email or download it manually. If you decide to recieve it by email, please open the
email and right-click on the attachment.

Select "Import license for gpgde” in the following context-menu.

If you download the license file, please click on "gpgdo - GPG for Outlook” in the Microsoft Outlook menu. Next, select

"About gpgdo”, press "lmport license..” and open the license file.

|Send license to the selected email addresses|
|Send license to john.doe@bayoo net|
|Download license manually|

Now you can import the license. For this purpose, open Microsoft Outlook and choose “gpg-4o-Help”
from the “gpgdo-GPG for Outlook” ribbon and select “About gpg4o”. There you click on “Import
license...”

A file selection dialog will appear. Browse to your license and choose. Now, your license file is
imported, and a corresponding message will appear which you can confirm by clicking “OK”.

When you have received a license file within an email, gpg4o now offers you to import this licenseif it
is better thanthen one you have installed at the moment (see chapter 11.4.2).

It is also possible to import the license file once you have received it by email as file attachment. For
this purpose, click the right mouse button on the file attachment and choose the item “Import license
for gpg4o” in the context menu.

B
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Now enter the email address you desire. In order to be able to enter several email addresses at once,
separate them from each other with a new line. Email addresses which have already been entered can
be individually adaptedvia the “Edit” and “Delete” buttons.

The license of gpgdo entitles you to the unlimited use of gpgdo with the licensed email address. The
period of validity of the license starts withthe first download of the license file. Gpg4o is licensed for
each real person. Therefore, gpg4o also works with only one license at several computers as well as
with further email addresses within the same installation, as long as the licensed email address is
configured within Microsoft Outlook.

During the period of validity of the product maintenance/support you will receive product updates
with numerous new functions of gpg4o. Furthermore, you have the possibility to make use of the
support via email support@gpg4o.de in case of questions or problems.

If the period of validity of the product maintenance/support has elapsed gpg4o can still be used. That
means that you can continue to send encrypted/signed emails and read encrypted/signed emails as
well. However, you do not have the possibility any longer to install new updates and to contact the
support.
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The team of developers of gpgdo permanently improve the program and integrate customers’
suggestions into new versions. With an extension of the product maintenance, you may obtain new
versions of gpg4o which were published after expiration of your product maintenance/support. In
addition, you also extend the possibility of contacting the support via email. The period of validity of
the product maintenance/supportis extended by the number of purchased years of extension. Thus,
the expiration date of the product maintenance/support is extended by the purchasedyears.

Example 1:
Original expiration date: 1st April 2021

On 1st February 2021 you purchase an extension of one year, in the first year after having bought
gpgéo.

Expiration date after having bought the extension: 1st April 2022

Example 2:

Original expiration date: 1st April 2021

On 1stJune 2021, after expiration of the product maintenance, you purchase an extension of one year.

Expiration date after the purchase of the extension: 1st April 2022 Here, you have

a loss of 2 months of support and update.

Hint: After having purchased an extension this new, modified license file will have to be
imported once into gpg4o
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Via the help center you will get simple and quick access to all important information regarding the
utilization of gpg4o.

aa [—&] ¥ Backup - max.mus|
FILE HOME SEND / RECEIVE FOLDER VIEW gpgdo [Trial version]

% %« o

Settings Sending Key gpgdo-
rules management Help~

gpg4o @ Manual
4 Favorites ' Contact support ... (Ctrl+E) KL | Current Folder ~
Inbox » Contact sales ... By Date *  Newest ¢
Sent ltems €@ gpgloontheweb » Frequently asked questions
Deleted Items <" About gpgdo Website
Shop
4 max.mustermann@test.gpg4o.de Licensemanagement
4 Inbox
Backup
Nrafte

Here, you can open the manual, write an email to the technical support or to the sales department or
inform yourself about gpg4o on the Internet.

Via the menu entry “gpgdoon the Web”, you will gain access tothe following Web pages:

e “Frequently asked questions”
e “Website”

° ”Shop"

e “License management”

In addition, you can call up the “About gpg4o” dialog where the installed version of gpgdo and
information with regard to your license will be displayed to you. In this dialog there is also the
possibility of importing a license file (see chapter 13.1).

X

EASY ENDPOINT E-MAIL ENCRYPTION
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Gpgdo User Manual | User Guide

13.1 Information about gpg4o

BAYOOSOF T

OS5 MANAGEMENT SOFTWARE

BE -
HOME SEND / RECEIVE FOLDER

x X ? @

Settings Sending
rules management Help~

gpg4o @ Manual

1> Favorites ¥7 Contact support ...

“7 Contactsales...

4 max.mustermann@test.gpi @ gpgdo ontheweb »

I Inbox ¢ About gpgdo
Drafts [1] Encrypted
Sent Items ——BEGIN

‘testma
PGP MESSAGE-----

VIEW gpgdo - GPG for Outlook

Mailbox (Ctrl=E) L2

For more information to gpg4o, please click on “gpgdo-Help” and. “About gpgdo”. In the following
window, you can see information to your license and information to the currently installed version

¥ About gpgdo

Registered to bayoonet
Updates/Support: until 10/7/2066

is prohibited.

BAYOOSOF T

MANAGEMENT SOF

v8.5.1.737
Release
License information
License-No.: 7674 Professional

Email: ——— g . | mOTE
Numbetof licenses: 2
lmponlnoenu
® 2010 BAYOOSOFT GmbH

All pictures. graphics and other information used in this add-in
are copynght of BAYOOSOFT GmbH unless otherwise stated.
Any reproduction, distribution, storage or dissemination of the
contents or source code of this add-in without written consent

X

THARE

Send log files... Il

oK ]
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In order to send the log files to our support, please click “gpg40-GPG for Outlook” in the menu ribbon
of Microsoft Outlook. Here, select the button “Help Center” and click the entry “Contact support...”
then. Then, a preconfigured email will open automatically with the log files as attachment.
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For sarvice and suppoet contact Glegerich und Partrer Gmb
Ploase describe your problem with gogdo
Thank you

You are kindly askedto give a precise description of the error that occurred and of the steps which you
have carried out shortly before said error showed. In doing so, you help us localize the error source
and offer you a solution as fast as possible.

In order to optimize the efficiency of our development in the elimination of possibly occurring errors,
status reports are written into so-called log-files by gpgd4o. These status reports contain neither
personalinformation nor passwords or contents of emails. Before sending the email together withthe
log-files you can see the information passedon by unpacking the attached zip-file. All files contained
therein consist of plain text.
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13.4 Helpin gpg4o Free

The Free Version of gpg4o does not have access to support.
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We kindly askyou to help us disclose and correct errors.

In order to be able to rapidly correct appearing errors we need a maximum of details concerning the
error occurred. We kindly ask you to send us the error reports as well as the log files via the
corresponding email provided in gpg4o (see chapter 13.2).

If you have questions, critical remarks, or suggestions for improvement we kindly ask you to submit
them to us in the same way, for we are always receptive to listento your problems.

For certain problems, gpg4o is installed with programs to analyze and correct itself. These programs
areinstalled in the installation path of gpg4oand can be executed there.

14.2.1 Maintenance Registry

Use this program if gpg4o won't stay activated after each start of Outlook or if gpg4o needs to be
started manually each time. Please note that this program requires administrator rights to make
corrections.

14.2.2 Maintenance Lodfiles

Creates a Zipfile out of the log files of gpgd4oand attaches these toa new emailthat canbe sentto the
support.
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14.3 gpg4o does not start

BAYOOSOF T

> MANAGEMENT SOFTWARE

If gpgdo is not visible anymore, there are several possibilities of reactivating the add-in again. First of

all, kindly open your Outlook options by clicking “File” in the menu ribbon and selecting the menu item
“Options” there. Inthe following window, click on the left side “Add-Ins”

Outlock Options ? >

General o— . . ) .
g{é} View and manage Microsoft Office Add-ins.

Mail

Calendar Add-in Options

People Launch Add-in options dialog: | Add-in Options...

Tasks

Add-ins

Search

Language Nat:ne - — . | Location | Type
Active Application Add-ins

Accessibility Microsoft Exchange Add-in CALDDINS\UmOutlookAddindll COM Add-in
Microsoft SharePoint Server Colleague Import Add-in Ch..DDINS\Colleaguelmport.dil COM Add-in

Advanced Microseft Teams Meeting Add-in for Microsoft Office C..osoft. Teams. AddinLoader.dll  COM Add-in

Customize Ribbaon Microsoft VBA for Qutleek Addin Ch..celVADDINS\VOUTLYBADLL  COM Add-in
OneMote Notes about Qutlock ltems Chroot\ Office1B\OMBHNOL.dIl  COM Add-in

Quick Access Toolbar Outlock Social Connector 2016 CAGEVSOCIALCONNECTORDLL - COM Add-in

HEEADE Inactive Application Add-ins

Trust Center Microsoft Access Outlook Add-in for Data Collection and Publishing  Ch..ice18VADDINSVACCOLK.DLL  COM Add-in
Skype Meeting Add-in for Microsoft Office Chelroot\ Office1B\UCAddindll - COM Add-in
Disabled Application Add-ins

COM Add-i

gpgdo - GPG for Qutlook C\..utlock\gpgde
Add-in: gpgdo - GPG for Outlook
Publisher: <Mone>

Compatibility: Mo compatibility information available

Location: C\Program Files (x286\BAYOOSOFT GmbH\gpgdo - GPG for Outlook\gpgdo.vsto|vstolocal

Description: gpgdo - GPG for Outlock

Manage: | COM Add-ins v|| Go...

oK

| | Cancel

Now, search on the right side the entry “gpgd4o-GPG for Outlook”. If gpgdo can be found under the
item ,,Disabled Application Add-ins“, you are askedto follow chapter 14.3.1.

If gpgdo can be found under the item ,Inactive Application Add-ins“
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14.3.1 Disabled application add-ins

In the lower section next to the “Go...” button, select the entry , Disabled elements” and afterwards
click the button “Go...”. Inthe window opened then select the entry “gpg4o-GPG for Outlook” and click
the “Enable” button. Having done that, close the window by clicking “Close”. After a moment gpg4o
will be loaded again. Otherwise, it might be necessaryto enable gpg4o subsequently via the procedure
described in chapter 14.3.2.

14.3.2 COM-Add-Ins

Please note that Outlook is started with administrative rights, so that the following changes are
permanently applied.

In the lower section next to the “Go...” button, select the entry ,,COM-Add-Ins“ and click the button
“Go...” then. In the window opened then search for the entry “gpg40-GPG for Outlook” and place a
checkmark in front of it. Afterwards, close the window by clicking “OK”. Aftera moment gpg4o should
be reloaded. Otherwise, there is perhaps an essential problem. In this case you are asked to contact
the support (see chapter 13.2).

COM Add-ins ? >
Add-ins available:
Milgpgdo - GPG for Dutlook P

Microsoft Access Outlook Add-in for Data Collection and Publishing Cancel

E Microsoft Exchange Add-in
E Microsoft SharePoint Server Colleague Import Add-in

[/] Microsoft Teams Meeting Add-in for Microsoft Office Add..
E Microsoft VBA for Outlook Addin

[] OnemMote Motes about Cutlook Items Remove
EOutlook Social Connector 2016 b

Location: C\Program Files x36\BAYOOSOFT GmbH\gpg4do - GPG for Outlook\gpg4o.vsto|vstolocal

Load Behavior: Load at Startup
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14.3.3 Microsoft Outlook 2013 and Outlook 2016

Outlook 2013 and Outlook 2016 analyze the load times of add-ins and automatically disables add-ins
with ordinarily longer uploading times.

@3 = 9 s Inbox - max.mustermann@test.gpgdo.de - Outlook
FILE HOME SEND / RECEIVE FOLDER VIEW
[=1 i Ignore x . (7 : ) Wl Move to: ? £3 To Manager
E] orm . =1 =2 [ B2 Meeting 2 ge
" :Di % Clean Up~ A ;<_ F:(I_ : - _)’ EJ Team Email v Done -
ew ew elete eply Reply Forward [5§ pore - ' Renly & Delete =
Email Ttems~ & Junk~ Al m + Reply & Delete ¥ Create New r
New Delete Respond 2 [P
1 ADD-IN PROBLEM A problem was detected with an add-in and it has been disabled. | View Disabled Add-ins... I
I> Favorites 2 Search Current Mailbox (Ct... O | Current Mailbox v]

If this is true for you, please go to “File” in the menu ribbon and there to “Manage Add-Ins”.

Outlook detected an add-in problem

These add-ins decreased performance or caused Outlook to crash.

gpgdo - GPG for Outlook
gpgdo - GPG for Outlook

This add-in caused Outlook to crash.

Enable this add-in

Select gpgdoand press the “Enable this add-in” button. Afterwards, please clickthe button “Close”
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If you uninstall gpg4o or also GnuPG, all generated and imported keys will remain and will be at your
disposal again after a new installation.

If you want to delete your keys completely, you should do this via the key management and uninstall
gpgdoonly then.

Alternatively, you delete the directory of GnuPG. In this directory you will find all personal data
managed by GnuPG (Keyrings, trust settings and program configurations).

In addition, you should also delete the gpg4o user directory and the Microsoft Outlook configuration
directory. In these directories you can find the personal settings of gpg4o.

15.1.1 GnuPG directory

%AppData%\Roaming\gnupg

Attention: Please mind that not only the program gpg4o accesses GnuPG-keys. Deleting the data
may influence other programs. By deleting the key data, you will permanently lose
access to your encrypted emails! Without the matching keys your emails cannot be

decrypted.
15.1.2 gpg4o user directory
%AppData%\Roaming\BAYOOSOFT\gpg4o\
15.1.3 Microsoft Outlook configuration directory

%AppData%\Local\Microsoft_Corporation\gpg4o.vsto_...

This pathvaries depending on the computer and may be existent severaltimes in similar form.

In order to uninstall gpgdo click “Control Panel” in the Windows start menu and browse to the item
“Programs”. You will now see the list of all programs installed on your computer. Select “gpg40-GPG
for Outlook” and click “Uninstall” in the menu.
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In order to uninstall GnuPG click “Control Panel” in the Windows start menu and browse to the item
“Programs”. You will now see a list of all programs installed on your computer. Select the installed

GnuPG and click “Uninstall” in the menu.

Uninstalling page 93 of 94



MANAGEMENT SOFTWARE SOLUTIONS

T — BAYOOSOET

OS5 MANAGEMENT SOFTWARE

16 Company and support contact information

16.1 Support contact information

Please use the following email address to contact the BAYOOSOFT GmbH support forissues relating
to gpgdo: support@gpg4o.de

General contact information:
BAYOOSOFT GmbH
Machtlfinger Strafle 11

81379 Miinchen

Germany

Web: https://www.bayoosoft.com/en/email-encryption/
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